RiskIQ Executive Guardian™

Think Outside
the Firewall™

Vigilance in the Digital World, Security in the Physical World
Detect Sensitive and Threatening Content Across the Web
With RiskIQ
Executive Guardian:
• Detect high profile individuals’
leaked personal data
• Track what potential attackers can
find
• Minimize the likelihood of
information falling into the wrong
hands
• Mitigate risks resulting from
exposed data

What Type of Data do we
Detect?
• Legal Name + Pseudonyms
• Date of Birth
• Social Security Number
• Current Home Address(es)
• Former Home Address(es)

Your organization’s key executives, leadership, and board of directors are
primary targets for hackers. These attackers attempt to find and distribute
sensitive information about these individuals and use their name, likeness,
and personal web presence to target them and their organization.
To proactively prevent harm against executives in both the cyber and
physical realms, RiskIQ Executive Guardian™ continuously monitors the web
for indicators of attacks including online digital risk, personal threats, and
leaked sensitive information. A fully managed service, Executive Guardian is
a secure data room that adheres to rigid compliance standards.

Incorporate Executive Guardian into your Current Cyber and
Physical Security Programs
RiskIQ Executive Guardian includes a built-in workflow to generate alerts
sent to RiskIQ’s MSS experts to remove content and remediate findings
and eliminate leaks quickly.
RiskIQ stores all executive data in a highly-secure data lake with access
limited only to individuals with security clearance. This data is analyzed
offline, and RiskIQ never enters sensitive information into search engines
to prevent the generation and propagation of unwanted content.

• Current/Former Phone Number(s)
• Job Title

Internet-scale Visibility

• Current Employer

RiskIQ’s virtual user technology crawls the web, experiencing websites,
paste bin sites, social media profiles, mobile apps, and mobile app stores
just like a real user does, which gives you internet-scale visibility into
threatening and unwanted content.

• Current email address(es)
• Current Social Account Usernames
• Business Interests / Affiliations
• Internal Job Title / ID Number
• VIN Number/Plate Number
• Child’s Current School Name
• Child’s Current School
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These virtual users visit websites from thousands of IP addresses originating
from around the world on residential, commercial, and mobile networks,
while using different browser and device types, and software versions. This
advanced internet reconnaissance technique evades detection from threat
actors who are watching for automated crawling technology.

RiskIQ provides comprehensive discovery, intelligence, and mitigation
of threats associated with an organization’s digital presence. RiskIQ’s
platform delivers unified insight and control over external web, social, and
mobile exposures. Thousands of security analysts use RiskIQ to expedite
investigations, monitor their attack surface, assess risk, and remediate
threats.
Learn how RiskIQ can help protect your digital presence by scheduling
a demo today.

